
Hyperlocal Risk Monitoring and Pandemic Preparedness through Privacy-Enhanced 
Mobility and Social Interactions Analysis

SCC-IRG JST, FY2021
Li Xiong, Weihua An, Shivani Patel, Emory University; Cyrus Shahabi, USC 

Broader Impact (Immediate)
• Fine-grained risk estimation models and software toolkits 

for epidemiologists and decision makers
• Understandings of social factors for decision makers
• Privacy-enhanced data collection and analysis methods 

and toolkits for data collectors/providers, social scientists 
and epidemiologists

Broader Impact (Sustainability)
• Enables data-driven policy and decision making for local 

public health agencies, local government decision makers 
(e.g., partial lockdowns, business closures)

• Enables data-driven decision making for community 
members (e.g., avoid high risk areas) 
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Aim 1 Hyperlocal risk monitoring
○ Mobility data based risk estimation 
○ Social interactions and behavioral data 

Aim 2 Understand social factors
○ Social risk factors and disparity
○ Psychological reactions 
○ Use and trust of information sources

Aim 3 Privacy-enhanced data collection and analysis
○ Privacy-enhanced technology 
○ Legal implications 
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Next Steps
• Integrate behavior data and findings (Aim 2) into risk 

modeling (Aim 1)
• Integrate privacy enhancing technology (Aim 3) into risk 

modeling (Aim 1)
• Community engagement and joint US-Japan workshops

Aim 1. Hyperlocal risk modeling Aim 2 Understand social factors Aim 3 Privacy-enhanced data collection and analysis [7] 
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• Statistical models 
using mobility data 
[1,2,3]

• Graph neural network 
(GNN) models [4]

• Incorporating social 
vulnerability and 
connectedness [5]

• Testing modality [6]
• Information use and trust 
• Objective vs. perceived 

risks; risky vs. protective 
behaviors 

• Mental health and 
sentiment (e.g., against 
masking on social media)
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• Local differential privacy for 
mobility data collection [1]

• Differential privacy for aggregate 
data release [2,3]

• Data synthesization for mobility 
and health records [8, 9, 10]

• Federated learning for cross-
institution sharing [4, 5]
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